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2.6 55=7 Webhook RSH&ER

MKRY [IfiEREAEHT] ERRARSIBEEIIGIE(E, ATEIER/=E
AESERZPNGIRE D, SAGEEIE HTTP POST ARERXAIZEKER.
FURAEMORAIRREIN, MASRER B AT S EIMERER SQlite &
7,

2.5.1 BISHHEEE

® 15X 7iL: POST

® Content-Type: application/json

® UKL (Header): SISMRTERKECE T [Webhook 4% Token] , R
£7f HTTP Header hif# X-Audit-Token =EX,

o [RESK: {RAVERERS IR RE] < 400 B9 HTTP JRZSE (BEE 200
OK 8% 201 Created) , WXASIASEELMIN. BNUFIEAKRMFHHRATL
BEFH.

2.5.2 JSON #EZ513 (Payload)

RXERIEIXRY JSON RGN, B8 715 KNZETTHIER ETX:

JSON:

"timestamp": "2026-09-27T12:34:56.789123", // iCRF=4ERIATE (1SO 8601 #8=)
"member id": "user_abc123", /] EPRERAVEARRITR / Key RIS
"group_name": "H&RA", // FREBT{EA

"provider_id": "provider_123456", // R LEFIRSE R ID

"provider name": "Claude B73", /] @R LIRS AR

"model_name": "claude-3-5-sonnet-20240620", // ZFimsLhriaRAERIZ

"req_type": "chat", // iERER (chat / image_generation / image_to video %)

"total_tokens": 1250, /] RRFZEEFERE Token #

"ip_address": "192.168.1.50", /] ERRIEKRNEZ G IP

"status_code": 200, /] MERERLIRER) HTTP RS

"is_blocked": false, /] BEMAK T BURE/ECEERTEIE (fa/R(E)
"block_reason": "", // BEMFIRE (40 "Token ECEWEEMR", "EIZELEBURIANGHT")
"duration_ms": 1500, /] BBURERFERS (ZR)

"prompt": "F Python 5—MRHE", // FFRE (YEAER'=2ICR'NEE, BNASFRE)
"response”: "#FHY, LATERMRHB.." /Al BE (VEFE'=2IcR'NEE, SUATERE)




2.5.3 EWuRATERE
TERfE Python (FastAPI/Flask) . Nodejs . Java (Spring Boot)AJtmitE
R EIAD.

7 A: Python (FastAPl) - ¥
FastAPl [RESIFHE, IFRESHIEXMEHAR Webhook #iX,

Python.

from fastapi import FastAPI, Request, Header, HTTPException
from pydantic import BaseModel
import logging

app = FastAPI()
logging.basicConfig(level=logging.INFO)

# WIRSIFEMNKEEESH) Token {RIF—H
SECRET TOKEN = "a1b2c3d4-super-secret-token”

class AuditLog(BaseModel):
timestamp: str
member id: str
group_name: str
provider id: str
provider_name: str
model_name: str
req_type: str
total_tokens: int
ip_address: str
status_code: int
is_blocked: bool
block reason: str
duration_ms: int
prompt: str
response: str

@app.post("/api/logs")

async def receive_audit_log(log: AuditLog, x_audit_token: str = Header(None)):
# 1. 3IE Token
if SECRET TOKEN and x_audit_token != SECRET TOKEN:




raise HTTPException(status_code=401, detail="Invalid Audit Token")

#2. WEEHME (BIENEN ElasticSearch, MongoDB s{EESHE
if log.is_blocked:
logging.warning(f"Q [Z#52] AP {log.member id} f&EE, RA:
{log.block reason}")

else:
logging.info(f" B [IE&iEX] FBF {log.member id} @AY {log.model name}, AT
{log.duration_ms}ms")

# 3. HEIRE 200 OK EiFRIEEEKRIN
return {"status": "success"}

# [38ha<: uvicorn main:app --host 0.0.0.0 --port 8080

761 B: Node.js (Express)

JavaScript:

const express = require('express’);
const app = express();

app.use(express.json({ limit: "10mb'})); // WRFBELICR, payload TIEERK

const SECRET TOKEN = "a1b2c3d4-super-secret-token”;

app.post('/api/logs’, (req, res) => {
// 1. 3&E Token
const token = req.get('X-Audit-Token');
if (SECRET TOKEN &&: token !== SECRET TOKEN) {
return res.status(401).json({ error: "Unauthorized" });

const logData = req.body;

// 2. SMBEEE
if (logData.is_blocked) {

console.warn(‘[#2#] ${logData.group_name}-${logData.member id} fi'’k:

${logData.block reason}’);
} else {
console.log('[IE#] ${logData.member id} ;& ${logData.total_tokens} tokens’);

// 3. IREPRZSH/VF 400 BD=]




res.status(200).json({ message: "Log received" });

b

app.listen(8080, '0.0.0.0', () => {
console.log("Audit Webhook Server running on port 8080");

b

7=l C: Java (Spring Boot) - fIVEEinE A

Spring Boot IEFEESERWIMA Java HIRSIKERPREERIZFIHEO.
AT RS (SikHE) BIENE TRY Controller S3L{RSERpI,

Java 1t#5 (AuditWebhookController.java):

package com.example.audit;

import com.fasterxml.jackson.annotation.JsonProperty;
import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;
import org.springframework.web.bind.annotation.*;

import java.util.Collections;
import java.util. Map;
import java.util.concurrent.CompletableFuture;

@RestController
@RequestMapping("/api")
public class AuditWebhookController {

private static final Logger logger =
LoggerFactory.getLogger(AuditWebhookController.class);

/] BREIFEMKEEESHI Token (RF—3 (EFINERINETR application.yml g
(QEINEREIN)
private static final String SECRET TOKEN = "a1b2c3d4-super-secret-token";

@PostMapping("/logs")

public ResponseEntity <Map <String, String> > receiveAuditLog(
@RequestHeader(value = "X-Audit-Token", required = false) String auditToken,
@RequestBody AuditLogPayload log) {

// 1. BiE Token




if (SECRET _TOKEN != null && !SECRET TOKEN.isEmpty()
&& ISECRET_TOKEN.equals(auditToken)) {
return ResponseEntity.status(HttpStatus. UNAUTHORIZED)
.body(Collections.singletonMap("error", "Invalid Audit Token"));

/] 2. BRENIRETWSS (BERESE: FHEEMXH 8 Witht, WEIRZANENGEEES
B/ REE)
CompletableFuture.runAsync(() -> {
if (Boolean.TRUE.equals(log.getisBlocked())) {
loggerwarn("Q [H=EEZE] TFAY BRI fe=s, RE: ("
log.getGroupName(), log.getMemberld(), log.getBlockReason());
} else {
logger.info(" B [IEEEX] BP0 BAT () H#E () tokens, 8T {ims",
log.getMemberld(), log.getModelName(), log.getTotalTokens(),

log.getDurationMs());

}
// TODO: #EItAME log A MySQL / ElasticSearch / Kafka

b

// 3. SZBMR[E] 200 OK iRz
return ResponseEntity.ok(Collections.singletonMap("status”, "success"));

5
* HitHE JSON BREISLRsE (Payload DTO)
* f5 @JsonProperty SMERXTXIZFERE Java EIEaRAIEENEER
*/
public static class AuditLogPayload {
private String timestamp;

@JsonProperty("member _id")
private String memberld;

@JsonProperty("group_name")
private String groupName;

@JsonProperty("provider_id")
private String providerld;

@JsonProperty("provider name")
private String providerName;

@JsonProperty("model_name")
private String modelName;




@JsonProperty("req_type")
private String reqType;

@JsonProperty("total_tokens")
private Integer totalTokens;

@JsonProperty("ip_address")
private String ipAddress;

@JsonProperty("status_code")
private Integer statusCode;

@JsonProperty("is_blocked")
private Boolean isBlocked;

@JsonProperty("block reason")
private String blockReason;

@JsonProperty("duration_ms")
private Integer durationMs;

private String prompt;
private String response;

// --- Getters and Setters ---
public String getTimestamp() { return timestamp; }
public void setTimestamp(String timestamp) { this.timestamp = timestamp; }

public String getMemberld() { return memberld; }
public void setMemberld(String memberld) { this.memberld = memberld; }

public String getGroupName() { return groupName; }
public void setGroupName(String groupName) { this.groupName = groupName; }

public String getProviderld() { return providerld; }
public void setProviderld(String providerld) { this.providerld = providerld; }

public String getProviderName() { return providerName; }

public void setProviderName(String providerName) { this.providerName =
providerName; }

public String getModelName() { return modelName; }
public void setModelName(String modelName) { this.modelName = modelName; }




public String getReqType() { return reqType; }
public void setReqType(String reqType) { this.reqType = reqType; }

public Integer getTotalTokens() { return totalTokens; }
public void setTotalTokens(Integer totalTokens) { this.totalTokens = totalTokens; }

public String getlpAddress() { return ipAddress; }
public void setlpAddress(String ipAddress) { this.ipAddress = ipAddress; }

public Integer getStatusCode() { return statusCode; }

public void setStatusCode(Integer statusCode) { this.statusCode = statusCode; }

public Boolean getlsBlocked() { return isBlocked; }
public void setlsBlocked(Boolean isBlocked) { this.isBlocked = isBlocked; }

public String getBlockReason() { return blockReason; }
public void setBlockReason(String blockReason) { this.blockReason = blockReason; }

public Integer getDurationMs() { return durationMs; }
public void setDurationMs(Integer durationMs) { this.durationMs = durationMs; }

public String getPrompt() { return prompt; }
public void setPrompt(String prompt) { this.prompt = prompt; }

public String getResponse() { return response; }
public void setResponse(String response) { this.response = response; }

Spring Boot EtEIR< (application.properties / application.yml): H
TFRXEHRE "R IMEXHEXR prompt #1 response MAKK, i
WHEENXMHMEEARER Tomcat B9 POST iERIAFRIRE] (BN 2MB —fi%
%A, EEHEEHET RIENAX) :

Properties:

server.port=8080
server.tomcat.max-http-form-post-size=10MB

spring.servlet.multipart.max-File-size=10MB

spring.servlet. multipart.max-request-size=10MB




2.5.4 EFFIRRIEREE
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client_max_body size ZE&T/)N GEINEEERI SMB LA ELARIXIARKAT8EH
MEFHERIRES) .

o MERKSIRE:

FIFBIEIEIRY is_blocked #0 total tokens FER, {RALIRZEECHNRAR

MIEZHAESERY Grafana REEEHITEWRA CB/FTTIEMSERITRE.
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